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Secure 
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Let’s move on to Security.
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Secure -  Top-Notch Security Features 

HCD-PP/IS0 15408 Compliant 
• Protection Profile for Hardcopy Devices 
  
• Evaluation criteria for international security standards for digital MFPs 

 
• Developed as security requirements that must be met by  Japanese and U.S. 

governments when procuring MFPs 
 

• Manufacturers are required to meet extremely strict conditions when verifying 
the effectiveness of encryption of data storage and communication security 

• Validated the ability of bizhub to prevent firmware modification 
• Substantiated bizhub’s ability to successfully manage security risks 

• Preventing document data stored in a leased MFP from being leaked after MFP is returned or 
disposed 

• Protecting against unauthorized modification of firmware 
 

• Proves that Konica iSeries incorporate high-level security measures to protect 
users against the latest threats 

Presenter
Presentation Notes
The C650i Series meet HCD-PP/IOS 15408 standards.  HCD-PP stands for Protection Profile for Hardcopy Devices.  This is the international evaluation security criteria set for digital MFPs.  It is a security requirement that must be met by Japanese and US governments when procuring MFPs.

The security requirements are very strict.  Among the conditions that must be met are:
Verifying the effectiveness of the data storage and communication security encryption
The ability of the bizhub to prevent firmware modifications
Preventing access to stored data in a leased MFP after it’s been disposed or returned
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Secure -  Top-Notch Security Features 

GDPR Ready 
• European Data Protection & Privacy Regulation for all citizens 
• Addresses the transfer of personal data within as well as outside of Europe 

 
Self-Encrypting SSD 

• SSD data encrypted by entering a 20-character alphanumeric passphrase 
• 256-bit Authentication Key generated from passphrase and unique device 

specific data (MFP internal value) using a Konica Minolta unique key generation 
algorithm each time the power is turned on 

• Self-Encryption provides increased performance compared to software encryption 
since CPU is freed up from encryption/decryption calculations 

 
Encryption Algorithm Enhancement 
• Unique Key Generation algorithm created each time MFP power is turned on 

Presenter
Presentation Notes
The C650i Series is also GDPR (General Data Protection Regulation) ready.  GDPR is a European data protection and privacy regulation that ensures the protection of personal data, whether it’s within Europe or companies or organization outside of Europe, it’s an important regulation no matter where we are geographically located.  GDPR readiness is a strong security feature for all customers—whether they only do business within the states or globally.  GDPR readiness strengthens the Konica Minolta security message.
256-bit Authentication Key generated from passphrase and unique device specific data (MFP internal value) using a Konica Minolta unique key generation algorithm each time the power is turned on
This process makes it virtually impossible to identify the authentication key by brute force attack 
Authentication Key used for access control to the SSD and protects (encrypts) the Data Encryption Key (DEK) for self-encryption
DEK encrypts the data on SSD with 256-bit Advanced Encryption Standard (AES-256)
SSD data is protected even if the SSD is removed from the MFP and installed into a different MFP or PC
SSD data cannot be read nor can it be accessed without the Authentication Key
Introduced with the C360i Series, the Self-Encrypting SSD—Solid State Drive—is also an integral part of the C650i Series.  Data is encrypted using a 20-character alphanumeric passphrase.  The 256-bit Authentication Key that is generated from this passphrase is unique because it is created using device specific values and uses a Konica Minolta unique key generation algorithm EACH time the power is turned on.
This process makes it virtually impossible to identify the authentication key and provides extraordinary security of all SSD data.  SSD data is also protected if the SSD is removed for the MFP and installed in another MFP or in a PC.
The Self-Encryption process also offers increased system performance because the MFP’s CPU is not performing the encryption/decryption calculations—so not only is the data secure but the MFP also operates more efficiently.
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Secure -  Top-Notch Security Features 

HTTP/2 Network Protocol 
• Major revision of the HTTP Network Protocol used to access the Web 
• Offers a more Secure Communication Protocol 

 
bizhub Secure Services 

• Manages bizhub Security Settings 
• Versatile Services Available 

• bizhub Secure 
• MFP Security Settings 
• Storage Media Security Settings 

• bizhub Secure Platinum 
• MFP Security Settings 
• Storage Media Security Settings 
• Network Protocol Security Settings 

• bizhub Secure Healthcare – Advanced Security for Healthcare 
• MFP Security Settings 
• Storage Media Security Settings 
• Network Protocol Security Settings 

• bizhub Secure Education - Advanced Security for Education 
• MFP Security Settings 
• Storage Media Security Settings 
• Network Protocol Security Settings 
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The C650i Series supports the HTTP/2 network Protocol.  This revised protocol offers a more secure communication method when accessing the web

Konica Minolta also provides a versatile set of bizhub Secure Services to ensure your customer’s data is protected regardless of their environment, vertical market, etc.

The bizhub Secure services protects MFP and Storage Media security settings
The bizhub Secure Platinum service protects MFP and Storage Media security settings as well as Network Protocol Settings.
The bizhub Secure Healthcare service offers Advanced security for Healthcare vertical customers—this service ensures that required MFP, Storage Media and Network protocol security settings are enabled
The bizhub Secure Education service offers Advanced security for the Education vertical—this service ensures that student, teacher, school administrator and all school/university-related data is protected by enabling those MFP, Storage Media and Network protocol security settings that will safeguard this information
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Secure – LK-116 Anti-Virus i-Option  

Optional LK-116 Anti-Virus 

Real Time  
Virus Scanning performed as jobs are 
executed. 
 
Example:  Print data, Scan-TX data, i-
FAX TX/RX data 

Scheduled  
Virus Scanning is scheduled for specific 
time/day 
 
Example:  HDD (User Box, SMB) folders, 
MFP system) 

Manual Scan  
Virus Scanning is performed by manual 
initiating the function at the control panel 
 
Scan data in MFP according to instructions 
in administrator settings 
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Presentation Notes
The LK-116 provides added security for all documents processed at the MFP.  That includes print data, scan transmission data, Internet Fax transmissions and receptions as well as data that is saved or retrieved from the Solid State Drive (User Box, SMB folders, etc.).  Applications, Multimedia data, certificates, etc. saved on the MFP are also protected. The LK-116 constantly monitors the data exchanged between the MFP and the external environment to provide the ultimate defense against any potential threats.
 
Should the MFP be attacked by a virus, these files will be protected against getting infected and shield the virus from being passed along to external devices.  
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Secure -  Top-Notch Security Features 

Solid State Drive vs. Hard Disk Drive 
• New Technology vs. Old Technology 
• SSD does not present same security concerns as a magnetic storage device (HDD) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
All SSL communications are encrypted through a more secure encryption 
algorithm based on the U.S. National Security Agency (NSA) standard 
 

SSD HDD 

No potential of magnetic traces/variations being left 
behind 

Data stored as magnetic 
information 

Built using NAND Flash Memory; NAND Flash Memory 
contains “floating-gate-field effect transistors” as 
memory cells 

Data bit is 0 or 1 based on magnetic orientation of each 
“cell” 

 
No potential of magnetic traces/variations being left 
behind as in a common HDD.  
 
This Flash memory works by adding (charging) or 
removing (discharging) electrons to and from a floating 
gate.  When the electrons are present on a floating gate, 
the current is unable to flow through the transistor, 
rendering the bit state at level (zero) 0.  This is 
considered the normal state for a floating gate 
transistor when a bit is programmed    

Slight possibility that overwriting the cells may leave 
remaining magnetic traces / variations of data on the 
HDD which in turn, could be used to restore the data. 
This is where the different overwrite modes becomes 
effective. By running  the magnetic orientation or 
overwrite patterns multiple times any remaining 
traces/variations of data will be neutralized.  

Presenter
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Here’s a quick look at how the Solid State Drive differs from a Hard Disk Drive.  The SSD does not present the same security concerns as the magnetic storage available with a hard disk drive

The SSD is built using flash memory, so there are no remnants of data left behind when files are deleted. Hard disk drives use an older technology, which stores data as magnetic information that is not completely erased when the data is deleted.

So while Konica Minolta’s HDD security features and functions effectively protect stored data, SSD technology takes it a step further.

All SSL communications are encrypted through a highly secure encryption algorithm which is based on the U.S. NSA (National Security Agency) standard



